DEPARTMENT OF THE NAVY
NAVAL SUPPORT ACTIVITY
HUMAN RESOURCES OFFICE
NAPLES, ITALY

U.S. JOB OPPORTUNITY ANNOUNCEMENT

Position Title | Information Technology Specialist (INFOSEC) Announcement | 05NAP-039051-El
Number
PP-Series-Grade | GS-2210-12 Opening Date |09 May 2005
Starting Salary | $59,643 PA Work Schedule Full-time Permanent Closing Date | 20 May 2005
Job Location |[NCTAMS EURCENT, Network Operations Department Duty Location | Capodichino

Who May Apply

U.S. citizens residing in the Naples/Gaeta commuting area who meet the following conditions.

1. Family members eligible for Schedule A 213.3106(b)(6) appointments.

2. Current Federal employees serving under career or career conditional appointments.

3. Preference eligibles or veterans who have been honorably separated from the armed forces after substantially
completing an initial 3-year term from active service.

About the Job

The incumbent develops and coordinates Regional Information Systems Security and Information Assurance
standards, procedures and policies. Serves as a member of the Regional Information Systems Security team
responsible for the planning and implementation of IT security assets. Works with Physical Security Manager to
ensure personnel who install, operate, maintain, or use NCTAMS EURCENT systems hold the proper security
clearances, access authorization and have had the appropriate security training. Develops the NCTAMS
EURCENT AIS Information Assurance Plan and other required AIS security documentation. Reviews, as
directed, documents implementing higher echelon computer security policies and one-time higher echelon
requirements. Reports security incidents that could degrade computer network integrity. Corresponds with
subordinate commands, customer organizations, and other major commands and Department of Defense agencies
on computer security matters. lIdentifies vulnerabilities, weaknesses, and shortfalls in AIS security.

OPM
Qualification
Requirements

APPLICANT MUST MEET EXPERIENCE OR EDUCATION REQUIREMENTS:

EXPERIENCE: One (1) year of specialized experience equivalent to at least the GS-11 grade level is required.
Specialized experience is experience that demonstrated accomplishment of computer project assignments that
required a wide range of knowledge of computer requirements and techniques pertinent to the position to be filled.
This knowledge is generally demonstrated by assignments where the applicant analyzed a number of alternative
approaches in the process of advising management concerning major aspects of ADP system design, such as what
system interrelationships must be considered, or what operating mode, system software, and/or equipment
configuration is most appropriate for a given project.

Tell us about
your experience

1. Knowledge of information systems and data communication security procedures and technology.

2. Knowledge of Security hardware and software (Firewalls, Virtual Private Networks, Anti-Virus software,
Intrusion Detection Systems, etc.)

3. Ability to communicate orally and in writing to conduct briefings and conferences for senior level officers and
civilians.

Job Conditions

=

Must be able to obtain/posses a Top Secret security clearance.

This position requires the employee to travel away from the normal duty station.

3. The following technical certifications are desirable: Global Information Assurance Certifications (GIAC),
Certified Information Security Manager (CISM), Certified Information Systems Security Professional,
Systems and Network Certified Security Professional and INFOSEC Assessment Methodology (IAM).

N

Pertinent
Information

1. Applicants who are U.S. citizens and also citizens of Italy are not employable in a U.S. position.

2. Application package, including documents required by the SOFA, must be submitted by closing date of this
announcement.

3. Highest previous rate may be authorized.

4. Selection to this position will use your military spouse preference.

5. The Department of the Navy CHART certificate will be issued for this position.

THE DEPARTMENT OF THE NAVY IS AN EQUAL EMPLOYMENT OPPORTUNITY EMPLOYER




